Data Sheet

==RTINET

FortiAnalyzer
tFaUTy JrT7UvD Ry ND—=JDDH

® FortiAnalyzer

nnnnnnn

lllll

rrrrrrr

O
i

@ Fabric View

Extensions

INMSAb

= Ry hNI—ODERE
FRMED—ITE

= (R hEOITF—S

@*EE@[C&%%@Z& 1) = “I " e ___ ~ O m— -~
sy ¥V J7JUvIDGR. Uik—b. AVTSAT7VR

TIUENC e FortiAnalyzer (&, OIZ&, 54, LiK— MERODIZHDEAE TS w b T4 —

&8, U751 LD LTHbh., &, B#t. 7— AN —Y 3V, VARYAESE—TUY —
DARVA. D

L= DORER JVCHREICT D ET, BFaUT«AXV—2 3 VOERE. JO7 07 «

S e JBURODRRELEE. WENRAEHLAORSETREERLET.

EALDIE
" o — 4 ETBEAEIC FortiAnalyzer &, 74 —T 4w b BFaUTo J7JUvIEDHAEICK
&b, XILFTFUH N
N D, XY NI—=TOFRXU—=2320ERFaUTaANLU— 3 VDF—LAICK
. fﬁix/w@ﬁ%" DYUTIEA LD, —TtEEF 2T 4 9. T RY—T Y RO+
X—3>d
shEE(bE 02 TI5A UT 4 BBBDEHZAREICTHTET. 7T URMESEFIENEINE (APT)
7 ADTIR— bk

S Bl ZREL. REDFELEITDAICURIZRKTCEDLDICLET,

2,000 LLEDT <[
HRTE37—5
Ty b Fr—h,
~xonO




FortiAnalyzer Data Sheet

t&HE
VYTV FOBRAIEL AR R

NOC /SOC Z—FtHICAIfRE L. BERREHZILRE

FortiAnalyzer (&, IXTODFN\AROTJDEFa T+ T7 T w o9& FortiGate NGFW,
FortiClient, FortiSandbox. FortiWeb. FortiMail Z#8bET DT+ —T 4 Ry MERBTDA NV
DIEEIRIR EBETRENIIKEE (APT). MES5ME. BF1EIR (10C) DUTILEY A LADEAZDEECT
HTET, FHAFARMEEEN DERMNLRY ND—0 A4 VT U I T VRZRHLUET T, BRI
NeA—rZANv—yavEBatcnNicD—o270—C&D,. Ry NDO—=0tFaUF 1 FRU—
VavF—ALlF. UPIEA LOBEHN. UR—b. dv¥aR— RZEFBTES D, —TThEaE
MHRIBL., ERANERERZEE CEDLDICHEDFT,

AVIFTY REARY NOEE

CFIAUTAT—LE T3—T 4Ry bOTINAADSDT S— hOAARY bOJZERL. 77
URSDER(ICIEECTED T4 —N Y FCTANY MZILEL, BT IEDNTETT . AFLH
T4 v INI—VERFEL, EREGEICINAIRAXUIcANY M\ RS—DT 4 )LF—%
AU TESERL,. NOC ¥ SOC DANRL—232/, SD-WAN. SSL VPN, DAL XA, Y v ~—1T,
IPS. v hI—TMDEE. FortiClient IEEDU P ILE A LDOBHPERZEN T D ENTEET,

AVYVTYURIVR=RY MMIED, PFUXNE ARV SO SIERSNcA V2T MeERL
TAVITYMMBESA TUAD)VEEEL, FEZRIE7 Y b TV RRAY M A—H—,
FALTAVERTIDIENTEFT,

777Uy o0BEEE

FortiAnalyzer 7LA Jw ol A VTV MUVRARVAZBHLT D ET. HBEOEF21UT
F—LDRAEEBZEHREL. UV—AZBRUTCT T U NEIDBEELIRIITENTEDELDS
[CLFET, ICICFIATED LA T v o7 T—RMCI&LD, SOCFPFHIURAMILDI—AT—
ADAAIRA X, ARAY LTOTADERE. FortiOS ® EMS L EfDEFaUT« TJ7T7Uw D
FIAZEDPOEOONBZICHEDERT, &BICEF. EVaFPILTIVATVITIF45—TDI
ATYVIPIRIDEE. TUATvIEZSI—DFIA. BESNCRA M B EXA VYTV
ROFAE. 7ty hE1—P7AT VT4 T4 E21—DTF—FDAREHHAICKID., XILD TP
C&CIPIEEZTOV I TEDRDICHEDET,

tFaVUF« J7ITUY IS

aELR— b

FortiAnalyzer DA — b X—> 3> RU T USHHREE. Ry NI —0FI\A X Y AT L A—T—
ZREFE I CED L DIC L, FortiGuard BEi- 7 UY T VA &EOTF—7ZHEBEMIFTU7IL
A LPBEDANY CORTZAREICT D ET. Ry M=o 8FaUT ARV —2 3V F—
LEBDICTEUET,

«  FortiView DEZY—&Ea—(d. Ry bI—=07 057 4T 1. URD, 5% BEORIT.
FEDEREES. AR | RERDIA—T—7IT7ET 4 [CDVTCO. JVTFIMPEKD
SOFMCRANGA YT UI TV RAZRELFR T,

« OJEa—(F SIEMTF—IX—=XET7TUvT ADOM DT #—T « R bT) A ADIERIE
SNcOJEEDNRY LE2—EOT TN —TZRHTHZET. 7T URAPMIKDLEED
HEZEERLEENRT /A ADO T TOREKT « )LF—DFIRP RUILT D ZREC LET,

« Lik=kGE. AXU—=23F)b7o /09— OT). BFaUTasb—FT VI, PCI@ldt*a
UF g L—F 44, 2277 SD-WAN, VPN, FortiNDR %v hD—0EE#&Al. H1)(—5&
BiEHi. 360 TFaUT« LEa— WERE. IV TTAT7 VA BEEREDUR— IR
ETD. TFIUT A BBOTENLEOMZRELE T,



FortiAnalyzer Data Sheet

e

Py NETATUTAT 4

FortiAnalyzer 77 JUwOE1—Tr7 v hEa1—E7P AT VT4 T 1 ERZFATDZET.
EMS. NAC. 7#—F 4%V hk J7JUwvo I—=I1V b, OTHvYaR—REa—EDTUX
NUZE LT, BRI FSNET /(A 2 UEBA DIEER. fESIHEDRA. EMS D& J{FF. BEED
DFLE. MBRODIY R4 Y M- — (ST DEVERMED SOC F—AICREINE T,

nterprise_FortiAnalyzer

Asset Identity List | Custom Vi

Detection Method x

— by.fetuid — Fortiauthenticator 05

= Windows
- mac0s
-

Asset Identification Unidentified Asset Activity
- identified - First Seen - Last Update -0 Last Seen
= unidentified

2023-03-30 17:00
o

unidentified

Enterprise_FortiAnalyzer

Search... Q

3CX Supply Chain Attack (= Laraar

e OUTBREAK ALERTS o]

Realtek SDK Attack

Teclib GLP| Remote Code Exe

Joomal CMS proper e Emotet Malware Resurgence

Progress Telerik Ul Attack
First wave of the year 2023

hitps //en wikipedia. orgiviki/Emotet

1BM Aspera Faspex Code Exex

Cacti Command Injection Vult
Fortra GoAnywhere MFT RCE Emotet, a Trojan that s distributed via spam emails, has been prevalent since its first appearance in 2014. With a network made up of multiple
botnets, Emotet has continuously sent out spam emails in campaigns designed to infect users via phishing attacks

VMware ESXi Server Ransom

Router Malware Atack Background The EuroPol has considerad Emotet as one of the world's most dangerous malware. It was first discovered on

Outbreak Alert- 2022 Annual year 2014 as a Banking Trojan. This report focusses specifcally on the Emotet mafware protection and 10C

detecti by the St Fabr ducts.
CWP Control Web Panel Com etections by the Securly Fabric produc

Zerobot Attack
eroper At Announced March 7, 2023: After several montns of inactivity, the Emotet botnet resumed email activity and was seen
VMware Spring Cloud Functic adopting new methods of evasion by using Micresoft OneMNote attachments and archive bombs.
send i is-after-th th-hiatus

hitps:ijcofens:

Generic Web Application Fire
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FortiAnalyzer 150G

© OO © ©

TR KT

2 x GbE RJ45

4TB (2x2TB)

278

0/1
VIROITT

Gen 2

241 x 8.9 x 20.55 cm
4.24 kg

100 ~ 240 V AC. 50 ~ 60 Hz

36W/43W
147.4 BTU/h
0~ 40°C
-20 ~ 75 °C
5~95% (fEEELEVTE)
HiE ~ SHE

RS 2,250 m

FCC Part 15 Class A. RCM.
VCCI, CE. UL/cUL. CB

© OO © ©

SwoIIDV N (1RU)

4 x GbE RJ45

8TB (2x47TB)

4TB

O (0. N
VIhoT”

FTvav

Gen 2

4.4 x 438 x 41.6 cm
10.2 kg

100 ~ 240 VAC. 50 ~ 60 Hz

901 W /99 W
337.8 BTU/h
0~ 40°C
-25 ~75°C
20 ~90% (REEEULEVTE)
HIE ~ BH

BS 2,250 m

FCC Part 15 Class A, RCM. VCCI\
CE. BSMI, KC. UL/cUL. CB. GOST

© OO ©® O

SwoIDV KN (1RU)
4 x GbE RJ45, 2 x SFP
16 TB (4 x 4 TB)

3.5 >F SAS HDD
87TB

©

O (0. 1. 1s. 5. 5s. 10)

N=RDT7 Ky bRADw TH)

10
FIvav
©

4.4 x 44,0 x 55.0 cm
11.68 kg

100 ~ 240 V AC.
50 ~ 60 Hz. &K 4A

15 W /150 W
433 BTU/h
0~ 40°C
-20 ~ 75 °C
5~ 95% (LT L)
BiE ~ EE

RS 2,250m

FCC Part 15 Class A, RCM.

VCCI. CE. UL/cUL. CB

© OO ©® O

SwIIDIV KN (2RU)

2 x 2.5 GbE RJ45 +
2 x 25 GbE SFP28

327TB (8x47TB)
3.5 A >/F SAS SED HDD

24TB

©

O (0. 1. 5. 6. 10, 50, 60)
N=RDT7 (kv hRDw THE)

50

©
©

8.8 x 43.8 x 62.0 cm
22.5 kg

100 ~ 240 V AC.
50 ~ 60 Hz. ]RAK4A

251.36 W/ 302 W
85773 BTU/h
0~40°C
-40 ~ 70 °C
5~ 95% (fEELLEVT L)
BiE ~ SE

&= 5,000 m

FCC Part 15 Class A, RCM.
VCCI. CE. UL/cUL. CB
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FortiAnalyzer 7 7547V X FortiAnalyzer 3100G FortiAnalyzer 3510G FortiAnalyzer 3700G
YRT LtEEE

OJ%32 GB/ H 3,000 5,000 8,300
SAEL—~ (OT /1) * 42,000 60,000 100,000
JVosEiIEHEL—~ (O /#) * 60,000 90,000 150,000

BB )\ 2%/ VDOM # (] K) 4,000 10,000 10,000
RROMBAH ** 30 35 60
F7vav

FortiGuard 10C (Indicators of
Compromise : {2E451E) /
7Y RNILA IBHMY—ER

TFaVFsA—rA=aY
HY—ER

Enterprise Protection /{2 R)b
N=Roz7IXV RV
oT EFaUF+Y—ER

EFAUTFAL—F1VT
AVISATIAG—ER

IASl MR i

R (EIA BB KU
ZOMD 19 A VF S5y UES)

AV5T1—2R

© OO © ©
© OO © ©
© OO O ©

SwoRDU K~ (3RU) SwIIDU K~ (4RU) SwoIIIU N (4RU)

2 x GbE RJ45,
2 x 25 GbE SFP28

2 x 10 GbE RJ45.
2 x 25 GbE SFP28

2 x 10 GbE RJ45 +
2 x 25 GbE SFP28

AL—VBE 64 TB (16 x 4TB) 3.5 >/F SAS SED HDD +

3.84TB (2x1.927TB) 2.5 >F NVMe SSD

24 x 4TB (96 TB) +
2x384TB (768 TB)

240 TB (60 x 4 TB) 3.5 >/F HDD +
19.2TB (6 x 3.2 TB) NVMe SSD

FURATEEIE R RL—Y 56 B 84 TB 224 T8
(RAID #&REES)
U Li—/\J )L HDD (©) © ©)]
RAID 2 NL—UEIE O O O

(0, 1. 1s. 5. 5s. 6. 6s, 10, 50. 60) (0. 1. 1s. 5. 5s. 6. 6s, 10. 50. 60) (0, 1. 1s. 5. 5s. 6. 6s, 10. 50. 60)
RAID ¥4 7 N=RDI7 Ky bZDw THE) N=RDI7 (Ky hZDw T5E) N=RD T (Ry b D v THE)
F7# )UK RAID LRV 50 50 50
TREER (hy MXT v T3diR) © © ©
h?Z?ijﬁwhjz—A ©) (©) ©
EVa—Ib (TPM) ***
PEPS
B¢ x 18 x BT 13.0 x 44.0 x 65.0 cm 17.8 x 43.7 x 69.9 cm 17.8 x 43.7 x 76.7 cm
EB 31.57 kg 29.5 kg 53.5 kg
BEIRIR
AC BR 100 ~ 127 VILE /10 A 200 ~240VIIE/5A 100~ 127 VLIE /10 AL 200 ~ 240V UL /5A 2,000 W AC **#*
HEEN (I /8X) 395 W /510 W 983 W /1278 W 850 W /1423.4 W
i 174019 BTU/h 3424 BTU/h 4858 BTU/h
BFRE 0~ 40°C 0~40°C 10 ~ 35°C
RET -20 ~70°C -20 ~ 75°C -40 ~ 70 °C
T 5~ 95% (FEELENTE) 5~95% (FEELEVLTE) 8~90% (REEBLENTL)
IroJo— BiE ~ EE HIE ~ EE BiE ~ EE
BERE =& 4,000 m =& 3,048 m :52,250m
YRS - BB
YR FCC Part 15 Class A, RCM. FCC Part 15 Class A. RCM. FCC Part 15 Class A. RCM.

VCCI, CE. UL/cUL. CB

VCCI. CE. UL/cUL. CB

VCCI. CE. UL/cUL. CB

*REL— b 1 SQL T—IR—RABRUY AT LDINT =RV AZE TS E DT LML, &INT 48 B FortiAnalyzer 75w b7 3 — ADMERIIREEO I X v 2—I U— hDRK(E,
O ZDARRL — b THENICRET D5EICRIFCEDRABH. THOJTL— MMEVERFBHIFREDET,
i Gen2 ElE. BAIDUU—RALUEICT v TITU—RENIc/\— RO T 7 ZHEUET,
*rrx 37006 (&, 200V ~ 240 V OERICER T D2MENDOE T,
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Product

FortiAnalyzer

FortiAnalyzer-VM Subscription
License with Support

FortiAnalyzer-VM

FortiAnalyzer Cloud Storage
Subscription

FortiAnalyzer - Backup to Cloud
Service

FortiAnalyzer Cloud with SOCaaS

FortiAnalyzer Cloud

Security Automation Service

FortiGuard 10C and Outbreak
Detection Service

OT Security Service

FortiAnalyzer Security Rating and
Compliance Service

Enterprise Protection Bundle

Hardware Bundle

SKU

FAZ-150G
FAZ-300G
FAZ-810G

FAZ-1000G

FAZ-3100G

FAZ-3510G

FAZ-3700G

FC1-10-AZVMS-465-01-DD

FC2-10-AZVMS-465-01-DD

FC3-10-AZVMS-465-01-DD

FAZ-VM-GB1

FAZ-VM-GBS
FAZ-VM-GB25
FAZ-VM-GB100
FAZ-VM-GB500
FAZ-VM-GB2000
FC1-10-AZCLD-463-01-DD

FC2-10-AZCLD-463-01-DD

FC3-10-AZCLD-463-01-DD

FC-10-FAZ00-286-02-DD

FC - 10 - [Model Code] - 464 - 02 - DD

FC-10 - [Model Code] - 585-02-DD

FC-10-[Model Code]-335-02-DD

FCIGB Day Code]-10-LVOVM-335-02-DD

FC-10-[Model Code]-661-02-DD

FCIGB Day Code]-10-LVOVM-661-02-DD

FC-10-[Model Code]-159-02-DD

FC-10-[Model Code]-175-02-DD

FC-10-[Model Code]-466-02-DD

FAZ-[Hardware Model]-BDL-466-DD

Description
Centralized log and analysis appliance — 2x RJ45 GE, 4 TB storage, up to 25 GB/ day of logs.
Centralized log and analysis appliance — 4x RJ45 GE, 8 TB storage, up to 100 GB/ day of logs.

Centralized log and analysis appliance — 4x GE, 2x SFP, 16 TB self-encrypting storage, up to
200 GB/ day of logs.

Centralized logging and analysis appliance - 2x 2.5GbE RJ45 + 2x 25GbE SFP28, 32TB storage, up
to 660 GB/Day of Logs.

Centralized log and analysis appliance — 2x GE RJ45, 2x 25GE SFP28, 64 TB storage, dual power
supplies, up to 3000 GB/ day of logs.

Centralized log and analysis appliance — 2x 10GbE RJ45, 2x 25GbE SFP28, 96 TB storage, up to
5000 GB/ day of logs.

Centralized log and analysis appliance - 2x 10GE RJ-45 + 2x 25GE SFP28 slots, 240TB HDD +
19.2TB NVMe SSD storage, up to 8300 GB/ day of Logs.

Subscription license for 5 GB/Day Central Logging and Analytics. Include FortiCare Premium support,
I0C, Security Automation Service, and FortiGuard Outbreak Detection service.

Subscription license for 50 GB/Day Central Logging and Analytics. Include FortiCare Premium
support, IOC, Security Automation Service, and FortiGuard Outbreak Detection service.

Subscription license for 500 GB/Day Central Logging and Analytics. Include FortiCare Premium
support, IOC, Security Automation Service, and FortiGuard Outbreak Detection service.

Upgrade license for adding 1 GB/Day of Logs.
Upgrade license for adding 5 GB/Day of Logs.
Upgrade license for adding 25 GB/Day of Logs.
Upgrade license for adding 100 GB/Day of Logs.
Upgrade license for adding 500 GB/Day of Logs.
Upgrade license for adding 2 TB/Day of Logs.

Increase FortiAnalyzer Cloud storage by 5 GB/Day for Central Logging and Analytics and FortiCloud
SOCaas. Include FortiCare Premium support, IOC and Security Automation Service.

Increase FortiAnalyzer Cloud storage by 50 GB/Day for Central Logging and Analytics and FortiCloud
SOCaas. Include FortiCare Premium support, IOC and Security Automation Service.

Increase FortiAnalyzer Cloud storage by 500 GB/Day for Central Logging and Analytics and
FortiCloud SOCaasS. Include FortiCare Premium support, IOC and Security Automation Service.

One year subscription to FortiAnalyzer storage connector service for 10TB data transfer to public
cloud.

FortiAnalyzer Cloud with SOCaaS: cloud-based central logging and analytics. Include All FortiGate
log types, I0C service, Security Automation Service, FortiGuard Outbreak Service and SOCaaS.

FortiAnalyzerCloud: cloud-based central logging and analytics. Include all FortiGate log types, I0C
service, Security Automation Service, FortiGuard Outbreak Detection Service.

Subscription license for Security Automation Service - Appliance.

Subscription license for Security Automation Service - Virtual Machine.

Subscription license for FortiGuard IOC and Outbreak Detection Service - Appliance.
Subscription license for FortiGuard IOC and Outbreak Detection Service - Virtual Machine.

OT Security Service including advanced OT analytics, risk and compliance reports, event handlers,
and use-case correlation rules.

Subscription license for FortiAnalyzer Security Rating and Compliance Service.
Enterprise Protection (FortiCare Premium plus Indicators of Compromise Service, Security
Automation Service, and FortiGuard Outbreak Detection service).

Hardware plus FortiCare Premium and FortiAnalyzer Enterprise Protection.
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